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MASTER SYLLABUS







	Cleveland State Community College

	

	Rubric & Course Number:
	CIS 2101
	Credit Hours:
	3

	Course Title: 
	Network Security

	

	I.
	Instructor:

	
	(Instructor’s name, office number, telephone number and email.)
(Schedule of office hours should be communicated to students ASAP.)



	II.
	Text:

	
	TBA


	III.
	Course Overview:

	
	Topics covered include: General Security Concepts; Communication Security; Infrastructure Security; Basics of Cryptography; Operation and Organizational Security. Prepares the student to take the Comp TIA Security + Certification Exam. This course prepares the student to take CompTIA Security + Exam.


	IV.
	Learning Outcomes:

	
	At the completion of this course, the successful learner will be able to: 

1. The student will understand access control models, increasing security using authentication methods, configuring user accounts and passwords to control and restrict access to network resources, and authorization concepts to control access to resources. Students will also learn about controls that can be used to physically protect assets from threats and best practices for controlling access to resources. 

2. The student will understand the fundamentals of cryptography. This includes hashing, symmetric encryption, asymmetric encryption concepts and how they can be combined to take advantage of the strengths of each. Core concepts of Public Key Infrastructure (PKI) are discussed as well as secure protocols that can be used to provide security services to new or existing protocols 

3. The student will understand the elements of the network infrastructure. A review of the OSI Model as well as the major protocols and ports used for communication between network hosts. Students will become familiar with the characteristics of common network devices (hub, switch, and router) and using network authentication to prove user identity before allowing access to network resources. Implementing remote access and using RADIUS and TACACS+ to centralize the administration of remote access policies are discussed. Students will learn how to connect a private network to the Internet using Network Address Translation.

4. The student will understand different types of network attacks and the countermeasures to prevent them. Reconnaissance is used by an attacker to gather information about an organization prior to an attack. Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks effect system availability. Session attacks capture data that can be used at a later date. Spoofing attacks hide the source of packets or redirect traffic to another location. DNS attacks redirect traffic to fake Web sites. Switch attacks are perpetrated against switches. 

5. The student will understand how to increase network security; firewalls, security zones, intrusion detection systems, and switch features. Network security solutions include proxy servers, Internet content filter, and Network Access Control (NAC). Vulnerabilities of transmission media (cables) are presented. Students will become familiar with security considerations for wireless networking and mobile devices. 

6. The student will understand system security concerns and will be aware of; types of malware, best practices for protection against malware, network device vulnerabilities, and recommendations for hardening systems and securing removable media. Students will learn BIOS settings that can be configured to enhance system security and how to employ security controls to file and print resources. 

7. The student will learn how to establish application security for Web applications, e-mail, and network applications (peer-to-peer and instant messaging). They will also learn the advantages and disadvantages of using virtualization technology. 

8. The student will understand the elements that should be in place to secure an organization; security policies, disaster recovery procedures, redundancy planning, and backup and restore procedures. Environmental controls help to protect computer systems from environmental concerns such as heat, humidity, water and fire. Students will become familiar with different types of social engineering attacks and countermeasures to these attacks. They will also learn the appropriate response to an incident to ensure that they can recover from the current attack and protect against future attacks. 

9. The student will understand assessments and audits that can be made on a system to help troubleshoot and secure the system. Assessments include; risk assessments, vulnerability assessments, and assessments by penetration testing. Monitoring tools can be used to identify security-related irregularities. Procedures to implement logging and auditing on a system are discussed.  


	V.
	Assessments:

	
	To be determined by individual instructors and can include tests, quizzes, homework, projects, etc.


	VI.
	Evaluation and Grading Procedures

	
	To be determined by individual instructors.


	VII.
	Attendance Policy (including make-up provisions):

	
	To be determined by individual instructors.


	VIII.
	Disability Statement:

	
	If, because of a documented disability, you require assistance or reasonable accommodations to complete assigned course work (such as modifications in testing, special equipment, etc.), you must register with Disability Support Services and notify your instructor within the first two weeks of the semester.  Disability Support is located in the ACCESS Center (U118, 
423-478-6217 or 423-472-7141).


	IX.
	Withdrawal Information:

	
	The last day to withdraw is published in the college catalog.  Students should review their syllabus for the last day to withdraw for courses that do not meet the full semester.


	X.
	Academic Integrity:

	
	Cleveland State students are required, as a condition of good standing and continued enrollment, to conduct themselves properly in class.  Such proper behavior includes academic honesty, civility, and respect for others and private property.  Please refer to the Student Handbook portion of the catalog for further information.


	XI.
	Computer Skills:

	
	Content and/or assignments for this course may require the use of computers, media equipment, or access to the Internet.  If you believe you might lack the technical skills necessary to succeed in the class, advise the instructor immediately.  In consultation with the instructor you may consider exploring one of the following options:  the eLearning lab, library resources, the Reading and Writing Center, or taking a computer class for credit.
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